How to encrypt RedNotebook files with TrueCrypt:

Start by getting the latest version of RedNotebook located here and install it.
Now grab the latest version of TrueCrypt located here and install it.

Launch TrueCrypt and on the first screen select Create Volume.
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Next select “Create an encrypted file container” and then Next.
B TrueCrypt ¥Yolume Creation Wizard = |I:I|5|

TrueCrypt Volume Creation Wizard

eate an encrypted file container

reates a virtual encrypted disk within a file. Recommended For

un-syskem partition on any internal or external
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Select the “Standard TrueCrypt volume” and then Next.
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It may hapmen that vou are Forced by somebody bo reveal the
password bosp enceypted volume, There are many situations
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Create a location to store the file. You can use any file extension that you want.
When done, click on Next.
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& TrueCrypt volume can reside in a File {called TrueCrypt container,
which can reside on a hard disk, on a USE flash drive, etc, &
TrueCrypk container is just like any normal File (it can be, for
example, moved, copied and deleted as any normal File), Click
‘Select File' bo choose a filename For the container and to select the
location where vou wish the container to be created.

WARMIMNG: IF wou seleck an existing file, TrueCrypk will MOT encrypk
it} the File will be deleted and replaced with the newly created
TrueCrypt conkainer, You will be able ko encrypt existing files (later
on) by moving them to the TrueCrypk container that wou are abouk
ko creakte now,
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On the Encryption Options you can select any Algorithm you would like. | chose
AES because the Benchmark test on my machine showed AES as the fastest.
When satisfied, click on Next.
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Set the size of your encrypted file. Since RedNotebook stores everything in txt
files you do not need a large file size. | chose a 10 MB file size.
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Volume Size

Please specify the size of the container wou wank to create.,

If wou create a dynamic (sparse-file) container, this parameter wil
specify its maximum possible size,

Mote that the minimurm possible size of a FAT volume is 275 KB.
The minimum possible size of an NTFS volume is 2529 KB,
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On the Volume Password page, go ahead and create a password. Make sure
you remember this because TrueCrypt does not have a password recovery tool.
Then click Next.

Select the NTFS file system. Now you can have some fun! Move your mouse all
over the TrueCrypt window as randomly as possible. When you are satisfied,
click the Format button.

Congratulations! You have just created your encrypted volume. Now click on
Exit.
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Volume Created

The TrueCrypt wolume has been created and is ready for use, IF you
wish ko create another TrueCrypt volume, click Mext, Otherwise, click
Exit.
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Now we get to do something with RedNotebook right? Not yet. We need to
mount this file now. This is the part that you will do when you want to access the
RedNotebook in the encrypted file. Back on the main TrueCrypt window we will
select the “Select File” option.



After the file has been selected and is listed in the drop down box, you can select
any drive letter you want to use and then click on Mount, enter your password,
and then OK.



You should now see your file mounted to the chosen drive letter.



Now that the hard work is done we can launch RedNotebook. Once in
RedNotebook we will click on File and New Journal.



Now we can select the drive letter of our mounted file. You can either create a
new sub folder or just click OK.



Now you should be able to browse out to that drive letter and see the files for
RedNotebook.



When you are all done you can unmount the drive.



